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Use and Purpose

Editing XML files by hand is error-prone and clumsy
Managing the federation metadata by hand is cumbersome
Legal processes should be technically supported

A tool was needed that solves the above problems

Goals
Scalable metadata management
Support administrative processes
Manage multiple federations
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Resource Registry Processes

E Shibboleth Metadata

Resource Registration
Authority Administrators
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metadata.xm| %

Resource Registry g

Service Provider Descriptions .
Resource Resource Approval : : — e il
Administrators Description ldentity Provider Descriptions
AAl Web Site

General Resource Descriptions
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ARP Settings

Home Organization Home Organization ~ APPIOval
Administrators Description T

& allresources.himi

SWITCH Staff

helpdesk.htmi

Before an SP/IdP description becomes part of federation
metadata, it must be approved by an authority first
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Output of Resource Registry

= Metadata, see http://www.switch.ch/aai/metadata/
» Configuration files for IdPs and SPs (shibboleth.xml, ...)
» Helpdesk webpage shows contact personse/helpdesk for your SP
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SWITCH AAT Wiki: waaikiki

Mo Helpdesk web page specified

» Show contact persons
» Show requested attributes

» Show intended audience
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= Public Resource list, see http://www.switch.ch/aai/participants/
Your Helpdesk for the Most Recently Used Resource

Use this helpdesk contact if you have problems after a successful login.

SWITCH AAI Wiki: waaikiki
Contact: SWITCHaai Team
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Live Demonstration
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AAI Resource Registry - Main Menu =)
< +) (€] (%] (@) @ ¥ > hupsi/aai-rrswitch.ch/menu php#activate_general a0 -
Token AuthN Test CAS Client Reload Examples Reload Shib  Sumbing AAI Test Feide Test RedlRIS Test RedIRIS Test (old) eduGAIN Base Javadoc »
©@bisable & Cookles [Icss ElForms Mimages @ informati Miscellaneous /Outline & SResize PTools B ViewSource Doptions ¢ |
SWITCH Attribute Viewer | > AAI Resource Registry - 2 SWITCH - AAI - Securing, SWITCH Attribute Viewer | >/AAlResource Registry.
SVITCH |
[DEVELOPMENT MODE ACTIVATED
Main Menu
oB RRA Home Resource General
O Although you have DB administration privileges, you don't meet the required assurance level. Therefore, certain DB
administrator actions cannot be performed
General Information
@ J-| Resource Registry Guide. Explains the basic principles and mechanisms of the Resource Registry.
® 5] Federations operated by the Resource Registry
o [=) Approved Home Organizations
o [=] Federation Partners
o (=] Approved Resource Descriptions
 Q search for resources
® [ Metadata refresh times of Service Providers and Identity Providers
® g All Resource Registry users from switch.ch
® [E Attribute definitions
® (5] Home Organization attribute release matrix
® & Resource attribute requirement matrix
Metadata Files
‘The following files are directly generated by the Resource Registry. This means that these files are as up-to date as possible. All files are
unsigned and are not validated with a schema, so do not download the metadata files directly from the Resource Registry. You can get
XML-validated and signed files from the official AAI Metadata page, which is updated every full hour if the metadata changed.
® For Shibboleth 1.3
© Metadata file
= & metadata.switchaai.xml for SWITCHaai Federation
= & metadata.aaitest.xmi for AAI Test Federation
® For Shibboleth 1.2
o Sites file
= & sites.switchaai.xm| for SWITCHaai Federation
= & sites.aaitest.xml for AAI Test Federation
o Trust file
= Can be downloaded from the Metadata page for all Federations.
v
Logged in as: Lukas Himmerle (switch.ch) © 2008 SWITCH | Contact | 22.05.2008  |v
Done aai-rrswitchch @

The SP and the Resource Registry

Make use of its features (assistant and wizards
Provide descriptions in multiple languages
Embed your certificates

Attribute Requirements

= Which attributes does your application really need?
= Which attributes are just desired?
» Explain why, use the description

Intended Audience
» For which IdPs is your SP relevant?

Web: https: //rr.aai.switch. ch
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