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Motivation & Context 

Problem 
•  Resource (SP) configured to only accept AAI users 
•  Users from outside the federation need access to the resource 
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SWITCHaai Federation" a special IdP in the SWITCHaai federation 

? 

Solution 
•  Resource owner manages these users in the 

Virtual Home Organization (VHO) 
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SWITCH VHO Service 
•  Targeted end user groups 

•  Attendees of a further education or other training 
•  Collaboration projects from private companies or foreign universities, 

which are not in the SWITCHaai federation 

•  Resource owners can manage 
end user accounts themselves 
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VHOtools - Key functionalities 
•  Administrator services 

•  Manage one or more groups, which can be structured hierarchically 
•  Define description for each group (support contact, mail templates) 
•  Create new user accounts with some AAI attributes (E-Mail, 

entitlement, …) 
•  Modify, delete and expire user accounts (incl. password resets) 
•  Import and export of user lists 
•  View group statistics 
•  Account expiration reminder 

•  End user services 
•  Login 
•  User self-service password changes 
•  Support information 
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Screenshots administration tool (1) 9 

search users sort by any 
attribute 

predefined 
actions 

user�s state 
indicator 

paged users list 
& custom views 

dates: creation, last 
modification, last 
login, expiration 
& custom info 

shortcuts to: 
edit, expire, 

delete & 
password reset 
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Screenshots administration tool (2) 10 

Create or modify 
user accounts 
using web forms... 
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Screenshots administration tool (3) 11 

...or easy mass user creation by file upload 
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Screenshots administration tool (4) 12 

Customize e-mail templates for 
'new user' or 'reset password' 
notifications 

Define custom views 
for the list of users 
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Screenshots administration tool (5) 13 

Account expiration 
reminder notification 

We want to inform you, that the following accounts 
will expire within the next 6 weeks: 
 
expiration date    | user account 
--------------------------------------- 
Tue, 03. Jun. 2008 | dga-user10 
Wed, 11. Jun. 2008 | dgb-user56 
                   | dgb-user82 
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VHOtools demo access  
SWITCH provides a demo access to the VHOtools 
with some dummy group and user entries. 

 
Try it out yourself! 

 https://tools.test.vho-switchaai.ch/ 
choose this organisation  
      Test Virtual Home Organisation 
use these credentials 

 username: switch-demoadmin(AAITest)  
 password: demoadmin 

 
For further information 

 http://switch.ch/aai/vho/ 
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Why a Guest Login? 

•  Some AAI Services have users from outside the federation 

•  Resource owner does not want to manage guest accounts 
in a VHO-group; or doing so would not scale 

•  Self-registered user accounts with self-provided user 
attributes are acceptable for the service 
•  no verification at all for given name and surname 
•  e-mail address only verified on registration 
➡ Do not rely on the quality of Guest Login user data! 

•  SWITCH needed a scalable Guest Login 
for the SWITCHtoolbox service 
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Audience for Guest Login? 

•  Guest Login is only usable for Service Providers in the 
•  SWITCHaai Federation 
•  AAI Test Federation 

•  Service Providers have to specifically enable Guest Login 
•  Follow these instructions; in fact it’s a ‘bilateral configuration’ 

➡  Guest Login is not part of the SWITCHaai Federation 
metadata since its self-registered user accounts would 
not be acceptable 
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http://switch.ch/aai/support/serviceproviders/guest-login.html 
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Guest Login vs VHO? 18 

Topic Guest Login Virtual Home Organization 
(VHO) 

Policy and regulations  
for managing accounts No Yes 

Papers to sign No Yes 

Accounts can be used 
for more than one service Yes Generally not 

Responsibility of  
account management User himself VHO Group administrator(s) 

In SWITCHaai and 
AAI Test federation No Yes 

Data quality of 
user information 

Poor, user can modify 
his own data 

Controllable by VHO 
administrator(s) 

http://switch.ch/aai/support/serviceproviders/guest-login.html 


