





The hierarchy can be modified through
‘cache poisoning'.
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Since the internet is used for a whole range of di erent purposes today, hacker
attacks can have far-reaching implications. DNSSEC provides fundamental protec-
tion against attacks of this type —and not only when websites are called up.

DNSSEC cannot protect against phishing attacks on a general basis. It does, however,
provide e cient protection against attacks on the DNS. s is what is important,
since most phishing attacks can be recognised and prevented by alert internet users.
Even experts, however, can scarcely detect attacks on the DNS.

DNSSEC in detalil

As already mentioned, DNSSEC is based on cryptographic signatures with which the
current DNS entries are signed.

Anyone who is responsible (authoritative) for adomain name in the internet can pro-
tect their information by means of DNSSEC.

All the information for which a service provider holds responsibility is signed with
this service provider’s private key, and the signatures are written in the DNS (RRSIG
record).






An image of the public key is notified to the next level of the hierarchy in each case.

e higher level writes this image into its zone (DS record) and guarantees its
authenticity by signing it.  is public key for this level is then, in turn, notified to the
next higher level.

What do | need in order to use DNSSEC?

As an internet user, there is no need for you to do anything. If your ADSL or cable
modem provider supports DNSSEC, all signature checks will be made on their DNS
servers.

If you are the holder of a domain name, your website operator must set up DNSSEC
for you. Since DNSSEC will not be very widespread precisely in the initial phase, it
will probably be the case that only operators of websites requiring protection (e.g.
banks) will protect their domain names with DNSSEC to begin with.
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