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1 Introduction (informative)
The WS-Trust specification employs an open content model within its request and response messages. 
This provides maximal extensibility but also means there is a theoretically infinite number of messages 
that could be produced and yet remain compliant with the specification.
This profile attempts to strike a balance between the extensibility offered by the WS-Trust specification 
and the need to scope that functionality into a manageable set. This document defines, in section 2, a set 
of requirements common to all WS-Trust operations (issue, renew, validate, cancel). Sections 3 – 6 
provide operation specific requirements.  The remaining sections address specific security related issues.
This profile does not address requirements related to specific security token types. Such requirements 
are best expressed within correlative, token-specific, profiles. This allows new tokens to be introduced 
without editing this document and allows this document and the profile documents to be updated without 
affecting the other documents.

1.1 Notation
This specification uses normative text to define an extension to the SAML V2.0 metadata specification.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as 
described in [RFC2119]:

…they MUST only be used where it is actually required for interoperation or to limit 
behavior which has potential for causing harm (e.g., limiting retransmissions)…

These keywords are thus capitalized when used to unambiguously specify requirements over protocol 
and application features and behavior that affect the interoperability and security of implementations. 
When these words are not capitalized, they are meant in their natural-language sense.

Listings of XML schemas appear like this.

Example code listings appear like this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for 
their respective namespaces as follows, whether or not a namespace declaration is present in the 
example:

Prefix XML Namespace Comments

ds: http://www.w3.org/2000/09/xmldsig# This is the XML Signature namespace [XMLSig].

sb: urn:liberty:sb:2006-08 This is the Liberty ID-WSF 2.0 SOAP Binding 
namespace [WSF-SOAP].

sbf: urn:liberty:sb This is the Liberty ID-WSF SOAP Binding 
namespace [WSF-SOAP].

wsa: http://www.w3.org/2005/08/addressing This is the Web Services Addressing namespace 
defined in [WSA].

wsse: http://docs.oasis-open.org/wss/2004/01/oassis-
200401-wss-wssecurity-secext-1.0.xsd

This is the WS-Security extension 1.0 namespace 
defined in [WSS].

wst: http://docs.oasis-open.org/ws-sx/ws-
trust/200512

This is the WS-Trust 1.3 namespace defined in 
[WS-Trust].

wsu: http://docs.oasis-open.org/wss/2004/01/oassis-
200401-wss-wssecurity-utility-1.0.xsd

This is the WS-Security utility namespace defined 
in [WSS].
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Prefix XML Namespace Comments

xenc: http://www.w3.org/2001/04/xmlenc# This is the XML Encryption namespace defined in 
[XMLEnc].

This specification uses the following typographical conventions in text: <WSTrustElement>, 
<ns:ForeignElement>, Attribute, Datatype, OtherKeyword.

1.2 Normative References
[C14N] J. Boyer, Canonical XML Version 1.0. World Web Consortium Recommendation, 

15 March 2001. See http://www.w3.org/TR/2001/REC-xml-c14n-20010315
[RFC2119] S. Bradner. Key words for use in RFCs to Indicate Requirement Levels. IETF 

RFC 2119, March 1997. See http://www.ietf.org/rfc/rfc2119.txt
[WSA] D. Box, et al. Web Services Addressing (WS-Addressing). World Wide Web 

Consortium, 10 August 2004. See  http://www.w3.org/TR/2006/REC-ws-addr-
soap-20060509/

[WSF-SecMech] F. Hirsch. Liberty ID-WSF Security Mechanisms Core. Liberty Alliance Standard. 
See http://www.projectliberty.org/liberty/content/download/3478/23060/file/liberty-
idwsf-security-mechanisms-core-2.0-errata-v1.0.pdf

[WSF-SOAP] J. Hodges, et al. Liberty ID-WSF SOAP Binding Specification. Liberty Alliance 
Standard. See 
http://www.projectliberty.org/liberty/content/download/3483/23075/file/liberty-
idwsf-soap-binding-2.0-errata-v1.0.pdf

[WSS] A. Nadalin, et al. Web Services Security: SOAP Message Security 1.1 (WS-
Security 2004). OASIS, 1 February 2004. See http://www.oasis-
open.org/committees/download.php/16790/wss-v1.1-spec-os-
SOAPMessageSecurity.pdf

[WS-Trust] A. Nadalin, et al. WS-Trust 1.3. OASIS, 19 March 2007. See http://docs.oasis-
open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.pdf

[XMLEnc] D. Eastlake, et al. XML Encryption Syntaxt and Processing. Word Wide Web 
Consortium, 10 December 2002. See http://www.w3.org/TR/2002/REC-xmlenc-
core-20021210/

[XMLSig] D. Eastlake, et al. XML-Signature Syntax and Processing, World Wide Web 
Consortium, February 2002. See http://www.w3.org/TR/xmldsig-core/
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2 Base Protocol Requirements
These requirements apply to all WS-Trust operation (issue, renew, validate, cancel) messages.

2.1 SOAP Binding and Header Blocks

2.1.1 SOAP Binding
All WS-Trust messages SHALL be transported for the Liberty ID-WSF SOAP binding and all WS-Trust 
messages SHALL be treated as an ordinary ID-* message, as defined by the same specification. This 
profile only employs the request-response message exchange pattern (MEP).

An STS implementation based on this profile MAY implement the redirection protocol defined in [WSF-
SOAP] section 7.

2.1.2 <wsa:Action> Header
This header MUST contain the value, as defined by the WS-Trust specification, that corresponds to the 
current WS-Trust operation.

2.1.3 <sbf:Framework> Header
This header MUST contain the value “2.0”.

2.1.4 Optional Header Blocks
[WSF-SOAP], section 6, defines a number of optional SOAP header blocks. An STS implementation 
based on this profile MAY ignore these headers.

This profile RECOMMENDS that an implementation support, at least, <sb:EndpointUpdate>.

2.2 Operation Independent Requirements
All references within a message MUST be a direct, in-document, reference. Such references include 
<wsse:SecurityTokenReference>, and <ds:Reference>.

Identifiers such as <wsa:MessageID>, @wsu:Id, @Context are RECOMMENDED to be 
cryptographically random values between 128 and 160 bytes in length. An example of this are type 4 
UUIDs.

Unless otherwise specified a request or response SHALL contain only one instance of a given element.

2.2.1 <wst:RequestSecurityToken> Usage
/wst:RequestSecurityToken/@Context

This attribute is RECOMMENDED. The RECOMMENDED format is a UUID URN representing a 
generated type 4 UUID.
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This attribute is independent of the message ID provided by the <wsa:MessageID> header. This 
attributes provides a means to correlate messages, belonging to a single action that spans multiple 
request-response pairs.

/wst:RequestSecurityToken/wst:RequestType

This mandatory element is used to indicate the class of function that is being requested.

In addition to those defined within WS-Trust this profile defines the following additional elements and 
attributes within the <wst:RequestSecurityToken>.

/wst:RequestSecurityToken/@wsu:Id

REQUIRED if the request is signed, OPTIONAL otherwise.

/wst:RequestSecurityToken/ds:Signature

This element is OPTIONAL.

2.2.2 <wst:RequestSecurityTokenResponse> Usage
This profile defines the following additional elements and attributes within the 
<wst:RequestSecurityTokenResponse>.

/wst:RequestSecurityTokenResponse/@wsu:Id

REQUIRED if the response is signed, OPTIONAL otherwise.

/wst:RequestSecurityTokenResponse/ds:Signature

This element is OPTIONAL.

2.2.3 Message Processing
The STS receiving a WS-Trust message MUST do the following:

● Perform the process described in [WSF-SOAP] section 5.11.2.

● Verify the freshness of the message in reference to the time-stamp carried in the 
<wsse:Security> header block.

● Verify that the request identified by Context has not been processed.

● If the message is signed the signature MUST be validated.

2.3 Extension Parameters
The extension parameters, defined in [WS-Trust] section 9, MAY be used within a message. These 
extensions may be required or optional and depend on contextual factors such as carried claim, 
requested token type, etc. An STS that receives an extension parameters that is not supported within the 
given context SHOULD return a fault.
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3 Issue Operation

3.1 Message Requirements

3.1.1 <wst:RequestSecurityToken> Usage
/wst:RequestSecurityToken/wst:Claims

This element is REQUIRED and MUST contain exactly one security token.

This token is known as the presented token.

/wst:RequestSecurityToken/wst:Claims/@Dialect

This attribute is REQUIRED and MUST contain the URI identifying the security token in the claim.

/wst:RequestSecurityToken/wst:TokenType

This element is REQUIRED and MUST be populated with the profile URI of the WS-Security token 
type being requested.

3.1.2 <wst:RequestSecurityTokenResponse> Usage
/wst:RequestSecurityTokenResponse/wst:RequestedAttachedReference

This element MUST be omitted.

/wst:RequestSecurityTokenResponse/wst:RequestedUnattachedReference

This element MUST be omitted.

/wst:RequestSecurityTokenResponse/wst:Lifetime

This element SHOULD be included and SHOULD provide the creation AND expiration time of the 
token. This allows a requester to appropriately reuse the returned token.

3.1.3 Extensions Parameters
/wst:RequestSecurityToken/<wst:Participants>

This extension parameter may be used, by the requester, to indicate which entities should be allowed 
to use the requested security token.

3.1.4 Message Processing
The STS receiving the issuance request MUST do the following processing:

● Perform the process described in section 2.2.3

● Verify that the Dialect is supported by the STS
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3.2 Token Delegation
An STS MAY support the delegation of none, some, or all supported token formats. An issuance request 
is a request for a delegate token if, and only if:

● The presented token is a delegatable token. A token is delegatable if:

○ The STS supports delegation for the token type, and

○ The original request for the presented token contained a <wst:Delegatable> extension 
indicating the token should be delegatable

● The requested security token type is identical to the presented token type

3.2.1 Delegation Extension Parameters
The follow extensions parameters influence the delegation of a token.

/wst:RequestSecurityToken/wst:DelegateTo

This element is indicates the intended recipient of the delegated token. The entity defined by this 
extension should be considered as an additional participant in the event that the 
<wst:Participants> extension is also used within the request.

/wst:RequestSecurityToken/wst:Delegatable

This element indicates that the returned security token may be delegated to another party by the 
recipient. That is, the returned token is delegatable.

3.2.2 Message Processing
The STS receiving the token delegation issuance request MUST do the following processing:

● Perform the processing for a normal issuance request

● Verify that the presented token is a security token previously issued by the STS

3.2.3 Security Considerations
The mechanisms for representing a delegate token are dependent on the token type, however each 
token typo that supports delegations SHOULD:

● Provide a clear means for a token recipient to identify that the token is a delegate token

● Indicate the complete delegation chain of the delegate token

● Express the intended recipient of the delegate token, as identified by the <wst:DelegateTo> 
parameter, with the delegate token itself

● Employ some confidentiality mechanism within the delegate token such that sensitive 
information, meant for the recipient of the delegate, may not be viewed by the requester or any 
intermediaries
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4 Renew Operation

4.1 Message Requirements

4.1.1 <wst:RequestSecurityToken> Usage
/wst:RequestSecurityToken/wst:TokenType

This element is REQUIRED and MUST be populated with the profile URI of the WS-Security token 
type being requested.

/wst:RequestSecurityToken/wst:RenewTarget

This element MUST contain the security token to be renewed.

/wst:RequestSecurityToken/wst:Renewing/@OK

This attribute MUST contain a value of false or be omitted entirely.

4.1.2 <wst:RequestSecurityTokenResponse> Usage
This profile does not place any additional restrictions on the elements and attributes defined for the 
<wst:RequestSecurityTokenResponse> used during an renewal operation.

4.1.3 Message Processing
The STS receiving the renewal request MUST do the following processing:

● Perform the process described in section 2.2.3

● Verify that the requester of the renewal operation is the entity to which the token was originally 
issued, see Section 6.3 for additional information.
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5 Cancel Operation

5.1 Message Requirements

5.1.1 <wst:RequestSecurityToken> Usage
/wst:RequestSecurityToken/wst:CancelTarget

This element MUST contain the security token to be cancelled.

5.1.2 <wst:RequestSecurityTokenResponse> Usage
This profile makes no additional restrictions on the elements and attributes defined for the 
<wst:RequestSecurityTokenResponse> used during an cancellation operation.

5.1.3 Message Processing
The recipient of a message MUST do the following:

● Verify that the requester of cancellation is the entity to which the token was initially issued, see 
Section 6.3 for additional information.

urn:mace:switch.ch:doc:wst:profile:interop-200801 7 January 2008
Copyright © SWITCH 2007. All Rights Reserved. Page 11 of 26

264

265

266

267

268

269

270
271

272

273

274
275

21
22



6 Validate Operation

6.1 Message Requirements

6.1.1 <wst:RequestSecurityToken> Usage
/wst:RequestSecurityToken/wst:ValidateTarget

This element MUST contain the security token to be validated.

6.1.2 <wst:RequestSecurityTokenResponse> Usage
This profile makes no additional restrictions on the elements and attributes defined for the 
<wst:RequestSecurityTokenResponse> used during a validation operation.

6.1.3 Message Processing
This basic profile requires no additional message processing rules during a validation operation.
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7 XML Signature Profile and Processing
This profile applies to XML digital signatures [XMLSig] used within WS-Trust messages. It does not apply 
to digital signatures which may appear within security tokens and be defined by the token's specification.

7.1 Signing Formats and Algorithms
Entities MUST support the use of RSA-SHA1 in accordance with the algorithm identified by 
http://www.w3.org/2000/09/xmldsig#rsa-sha1.

7.2 References
Signatures SHALL only employ same-document references within a <ds:referece>.

7.3 Canonicalization Method
Implementations of this profile SHOULD use Exclusive Canonicalization [C14N], with or without 
comments (http://www.w3.org/2001/10/xml-exc-c14n# or 
http://www.w3.org/2001/10/xml-exc-c14n#WithComments), both as the canonicalization and 
transformation method.

7.4 Transforms
Signatures SHOULD NOT contain transforms other than the exclusive canonicalization or enveloped 
signature (http://www.w3.org/2000/09/xmldsig#enveloped-signature) transform.

Signature verifiers MAY reject the signature if it employs other transforms.

7.5 KeyInfo
This profile does not require the use of the <ds:KeyInfo> within the signatures, however it is 
RECOMMENDED in order to provide information, to the recipient, which may assist in determining the 
correct key to use to verify the signature.

7.6 Signature Extension Parameters
The following extensions parameters may be used to indicate the message issuer's preferences. The 
message issuer MAY include more than one instance of a given parameter to indicate that it supports 
multiple mechanisms. The message receiver is then free to choose from amongst those options. If the 
receiver can not support at least one of the mechanisms listed for a given parameter it MUST reject the 
message.

../wst:SignatureAlgorithm

Indicates a signature method supported by the message issuer.

../wst:CanonicalizationAlgorithm

Indicates a canonicalization method supported by the message issuer.
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8 WS-Trust XML Encryption Profile and Processing
This profile applies to the use of XML Encryption [XMLEnc] with WS-Trust messages. It does not apply to 
encrypted content which may appear within security tokens and be defined by the token's specification. 

8.1 Canonicalization Methods
Implementations of this profile MUST support Exclusive Canonicalization [C14N], with or without 
comments.

8.2 Referencing
All references should be in-document, URL fragments.

All <xenc:EncryptedKey> SHOULD contain a <xenc:ReferenceList> identifying all components 
signed with the key and a <xenc:CarriedKeyName>.

All <xenc:EncryptedData> MUST contain a <ds:KeyInfo> which identifies the key used to encrypt 
the data. This may be accomplished either by the inclusion of the <xenc:EncryptedKey> within the 
key info or through an in-document reference to the encrypted key by the inclusion of a 
<ds:RetrievalMethod> with a Type of http://www.w3.org/2001/04/xmlenc#EncryptedKey.

8.3 Encryption Parameters
The following extensions parameters may be used to indicate the message issuer's preferences. The 
message issuer MAY include more than one instance of a given parameter to indicate that it supports 
multiple mechanisms. The message receiver is then free to choose from amongst those options. If the 
receiver can not support at least one of the mechanisms listed for a given parameter it MUST reject the 
message.

../wst:EncryptionAlgorithm

Indicates an encryption algorithm supported by the message issuer.

../wst:CanonicalizationAlgorithm

Indicates a canonicalization algorithm supported by the message issuer.

../wst:ComputedKeyAlgorithm

Indicates a computed key algorithm supported by the message issuer.

../wst:KeyWrapAlgorithm

Indicates a key wrap algorithm supported by the message issuer.

../wst:UseKey

Indicates the public or symmetric key that MUST be used to encrypt content.

../wst:KeyTpe

If <wst:UseKey> is used it SHOULD be accompanied by this element to indicate whether the 
provided key is a public or symmetric key. If this parameter is not used and the message receiver is 
unable to determine the key type, it MUST reject the message.
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9 WS-Trust Proof of Key Possession
Some tokens may require the wielder of the token prove possession of a key associated with the token. 
The following methods MAY be used to prove such possession.

9.1 SSL/TLS Client Authentication
A requester may prove possessions of a private key by employing it as the client-side token of a mutually 
authenticated SSL/TLS connection.

The requester and responder MUST support this method if they support SSL/TLS based connections.

9.2 Token Signature
A requester may prove possession of a private key by means of a enveloped signature within the WS-
Trust message the covers both the request and the security token. If the message contains the token 
directly the signature MUST have one reference indicating the message.  If the message does not 
contain the token, because it is carried within the <wsse:Security> header, the signature MUST have 
two references, one indicating the message with its reference to the security token, and one indicating 
the <wsse:Security> that carries the security token.

All requester and responders MUST support this method.

9.3 Signature Challenge
An alternative mechanism by which a requester may prove possession of the private key is through a 
WS-Trust signature challenge. In this model the requester issues a request containing a claim associated 
with a private key. The token service returns a response bearing a challenge that contains material to be 
signed. The requester signs the materials and returning the signature to the token service. The token 
service validates the signature and, if valid, responds to the initial request.

A token service SHOULD support this method.

9.3.1 Signing Algorithms
The algorithm used to compute the signature MUST be identified by a URI and carried in the 
/wst:SignChallengeResponse/wst:Challenge/wst:SignatureAlgorithm attribute. Entities 
MUST support the use of RSA with SHA1, identified by the URI 
http://www.w3.org/2000/09/xmldsig#rsa-sha1, and DSA with SHA1, identified by the URI 
http://www.w3.org/2000/09/xmldsig#dsa-sha1, algorithms as defined in the XML Signature 
specification.
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10 Message Security

10.1 Message Integrity
All security token requests and responses MUST employ some form of message integrity checking. Use 
SSL/TLS MUST be supported and, if employed, than this requirement is met. If SSL 3.0 or TLS is not 
used then it is RECOMMENDED that the requests and responses be digitally signed using XML 
Signature. If XML Signature is used it MUST adhere to the profile in this specification.

10.2 Message Confidentiality
Confidentiality on security token requests and responses is OPTIONAL. Use of SSL 3.0 or TLS MUST be 
supported. If SSL or TLS is not used the message, or components of the message, may be encrypted by 
means of XML Encryption. If XML Encryption is used it MUST adhere to the profile in this specification.

A confidentiality mechanism MUST be used to protect any Username tokens carried within a message.

10.3 Token Integrity
Security tokens are requested so as to be used in subsequent messages, between a client and a service, 
to identify the entity requesting use of the service. As such special consideration should be given to 
providing token integrity. Such mechanisms will be token type specific.

10.4 Token Recipient Verification
For renewal and cancellation operations the token service is required to verify that presented security 
token is the same token that it issued to the recipient. The mechanisms for performing this verification are 
out of scope for this profile and may vary from implementation to implementation and token type to token 
type. An example mechanism that may work with some token types, most notably binary token types, 
would be for the token service to maintain a map from recipients to issued tokens. When a security token 
is presented the token service can look up the token, by the recipient's ID and do a direct comparison of 
the presented token with the cached token.

urn:mace:switch.ch:doc:wst:profile:interop-200801 7 January 2008
Copyright © SWITCH 2007. All Rights Reserved. Page 16 of 26

375

376

377
378
379
380

381

382
383
384

385

386

387
388
389

390

391
392
393
394
395
396
397

30
31



11 Examples (informative)
This section provides example messages meant to illustrate various operations, extensions parameters, 
etc. These examples are non-normative and if there are mistakes/contradictions between the example 
and this profile the normative text of the profile is authoritative.

Namespace declarations and base64-encoded content are not shown in the examples for the sake of 
brevity. Specific security token content is also not shown, such examples should be found in the 
correlative token profile.

11.1 Basic Issuance
This issuance request presents a username token and requests a X.509 certificate from which delegates 
may be derived.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>
    
    <wsa:MessageID>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:MessageID>
    
    <wsa:To>http://sts.example.org</wsa:To>
    
    <sbf:Framework version="2.0" />
     
    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityToken wsu:Id="1" Context="urn:uuid:00000000-0000-
0000-0000-000000000000">

      <wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>

      <wst:TokenType>
        http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-
profile-1.0#X509v3
      </wst:TokenType>

      <wst:Claims Dialect="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-username-token-profile-1.0">
        <!-- Username Token -->
      </wst:Claims>
      
      <wst:Delegatable>true</wst:Delegatable>

    </wst:RequestSecurityToken>
  </soap:Body>

</soap:Envelope>
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This response, to the previous request, contains the X509 security token in the SOAP header and 
referenced from the WS-Trust response.  Also, because no key was provided in the request, the token 
service has generated a new key pair, when constructing the certificate, and has returned the private key.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/IssueFinal</wsa:Action>

    <wsa:MessageID>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsse:BinarySecurityToken wsse:Id="X509SecurityToken"
        EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-x509-token-profile-1.0#Base64Binary">
        <!-- Base64-encoded X509 cert -->
      </wsse:BinarySecurityToken>

      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse wsu:Id="2" Context="urn:uuid:00000000-
0000-0000-0000-000000000000">

      <wst:RequestedSecurityToken>
        <wsse:SecurityTokenReference>
          <wsse:Reference URI="#X509SecurityToken" />
        </wsse:SecurityTokenReference>
      </wst:RequestedSecurityToken>

      <wst:RequestedProofToken>
        <wsse:BinarySecurityToken
          EncodingType="http://docs.oasis-open.org/ws-sx/ws-
trust/200512/AsymmetricKey">
          <!-- Base64-encoded private key -->
        </wsse:BinarySecurityToken>
      </wst:RequestedProofToken>

    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>

11.2 Delegate Issuance
This request demonstrates a request of a delegate token derived from an X.509 certificate. However, the 
delegated token may not, itself, be used to derive another delegate. Also, in this case, a public key is 
provided within the request so the token service will not need to generate a new key pair.
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<s12:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Issue</wsa:Action>

    <wsa:MessageID>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:To>http://sts.example.org</wsa:To>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <s12:Body>
    <wst:RequestSecurityToken wsu:Id="1" Context="urn:uuid:00000000-0000-
0000-0000-000000000000">

      <wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Issue</wst:RequestType>

      <wst:TokenType>
        http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-
profile-1.0#X509v3
      </wst:TokenType>

      <wst:Claims Dialect="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-username-token-profile-1.0">
        <wsse:BinarySecurityToken wsse:Id="X509SecurityToken"
          EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-x509-token-profile-1.0#Base64Binary">
          <!-- Base64-encoded X509 cert -->
        </wsse:BinarySecurityToken>
      </wst:Claims>

      <wst:KeyType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/PublicKey</wst:KeyType>
      <wst:UseKey>
        <wsse:BinarySecurityToken wsse:Id="X509SecurityToken">
          <!-- Base64-encoded public key -->
        </wsse:BinarySecurityToken>
      </wst:UseKey>

      <wst:DelegateTo>urn:example.org:service:a</wst:DelegateTo>
      <wst:Delegatable>false</wst:Delegatable>

    </wst:RequestSecurityToken>
  </s12:Body>

</s12:Envelope>

The response to this request contains a proxy X.509. Because a public key was provided no private key 
is returned with the response.

<soap:Envelope>
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  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/IssueFinal</wsa:Action>

    <wsa:MessageID>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse wsu:Id="2" Context="urn:uuid:00000000-
0000-0000-0000-000000000000">

      <wst:RequestedSecurityToken>
        <wsse:BinarySecurityToken
          EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-x509-token-profile-1.0#Base64Binary">
          <!-- Base64-encoded public key -->
        </wsse:BinarySecurityToken>
      </wst:RequestedSecurityToken>

    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>

11.3 Renewal
This example demonstrates a request to renew a SAML token that requires a proof of key possesion.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Renew</wsa:Action>
    
    <wsa:MessageID>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:MessageID>
    
    <wsa:To>http://sts.example.org</wsa:To>
    
    <sbf:Framework version="2.0" />
     
    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>
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  <soap:Body>
    <wst:RequestSecurityToken wsu:Id="1" Context="urn:uuid:00000000-0000-
0000-0000-000000000000">

      <wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Renew</wst:RequestType>

      <wst:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.1#SAMLV2.0</wst:TokenType>

      <wst:RenewTarget>
        <!-- SAML 2 Assertion -->
      </wst:RenewTarget>

    </wst:RequestSecurityToken>
  </soap:Body>

</soap:Envelope>

Because the SAML token uses employs the holder-of-key confirmation method the token service requires 
the client to prove that it posses the associated private key. The client did not sign the message with the 
private key so the token service issues a signature challenge and employs an extension parameter to 
indicate which signature algorithms are supported.

<soap:Envelope >

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/Renew</wsa:Action>

    <wsa:MessageID>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse Context="urn:uuid:00000000-0000-0000-
0000-000000000000">

      <wst:SignChallenge>
        <wst:Challenge>Some content to be signed</wst:Challenge>
      </wst:SignChallenge>

      <wst:SignatureAlgorithm>http://www.w3.org/2000/09/xmldsig#dsa-
sha1</wst:SignatureAlgorithm>
      <wst:SignatureAlgorithm>http://www.w3.org/2000/09/xmldsig#rsa-
sha1</wst:SignatureAlgorithm>
      
    </wst:RequestSecurityTokenResponse>
  </soap:Body>
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</soap:Envelope>

The client responds with a signature of the supplied content.
<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/Renew</wsa:Action>

    <wsa:MessageID>urn:uuid:99999997-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <wsa:To>http://sts.example.org</wsa:To>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse Context="urn:uuid:00000000-0000-0000-
0000-000000000000">

      <wst:SignChallengeResponse>
        <wst:Challenge>...Base64-encoded content 
signature...</wst:Challenge>
        <wst:SignatureAlgorithm>http://www.w3.org/2000/09/xmldsig#rsa-
sha1</wst:SignatureAlgorithm>
      </wst:SignChallengeResponse>

    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>

After having verified the content signature the token service responds with an updated SAML token. Note 
that the SAML assertion issue instant has be updated but the authentication instant has remained the 
same.  Also note that the attributes within the assertion have changed, this indicates that between the 
time the first token was issued and the new token was issued the subject's information changed.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/RenewFinal</wsa:Action>

    <wsa:MessageID>urn:uuid:99999996-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999997-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <sbf:Framework version="2.0" />
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    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse wsu:Id="1" Context="urn:uuid:00000000-
0000-0000-0000-000000000000">

      <wst:TokenType>http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.1#SAMLV2.0</wst:TokenType>

      <wst:RequestedSecurityToken>
        <!--  Renewed SAML Assertion -->
      </wst:RequestedSecurityToken>

    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>

11.4 Cancellation
This request demonstrates a cancellation operation where the client is requesting that a certificate issued 
by the token service be cancelled or revoked. Also, the client has signed the request message in order to 
prove possession of the certificate's private key.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Cancel</wsa:Action>
    
    <wsa:MessageID>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:MessageID>
    
    <wsa:To>http://sts.example.org</wsa:To>
    
    <sbf:Framework version="2.0" />
     
    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestedSecurityToken wsu:Id="rst19383" 
Context="urn:uuid:00000000-0000-0000-0000-000000000000">

      <wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Cancel</wst:RequestType>

      <wst:CancelTarget>
        <wsse:BinarySecurityToken wsse:Id="X509SecurityToken"
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          EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-x509-token-profile-1.0#Base64Binary">
          <!-- Base64-encoded certificate  -->
        </wsse:BinarySecurityToken>
      </wst:CancelTarget>

      <ds:Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
        <ds:SignedInfo>
          <ds:CanonicalizationMethod 
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
          <ds:SignatureMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
          <ds:Reference URI="#rst19383">
            <ds:DigestMethod 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
            <ds:DigestValue><!-- Digest Value --></ds:DigestValue>
            <ds:Transform 
Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
          </ds:Reference>
        </ds:SignedInfo>
        <ds:SignatureValue>
          <!-- Signature Value -->
        </ds:SignatureValue>
      </ds:Signature>

    </wst:RequestedSecurityToken>
  </soap:Body>

</soap:Envelope>

The token service responds that the cancellation was successful.
<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/CancelFinal</wsa:Action>

    <wsa:MessageID>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:RelatesTo>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse wsu:Id="1" Context="urn:uuid:00000000-
0000-0000-0000-000000000000">
      <wst:RequestedTokenCancelled />
    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>
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11.5 Validation
This example demonstrates a client requesting that a token service validate a previously issued X.509 
certificate.

<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RST/Validate</wsa:Action>

    <wsa:MessageID>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:To>http://sts.example.org</wsa:To>

    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>

    <wst:RequestSecurityToken wsu:Id="1" Context="urn:uuid:00000000-0000-
0000-0000-000000000000">

      <wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/Validate</wst:RequestType>

      <wst:ValidateTarget>
        <wsse:BinarySecurityToken wsse:Id="X509SecurityToken"
          EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-x509-token-profile-1.0#Base64Binary">
          <!-- Base64-encoded certificate  -->
        </wsse:BinarySecurityToken>
      </wst:ValidateTarget>

    </wst:RequestSecurityToken>

  </soap:Body>

</soap:Envelope>

The token service responds that the certificate is valid.
<soap:Envelope>

  <soap:Header>
    <wsa:Action>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/RSTR/ValidateFinal</wsa:Action>

    <wsa:MessageID>urn:uuid:99999998-0000-0000-0000-
000000000000</wsa:MessageID>

    <wsa:RelatesTo>urn:uuid:99999999-0000-0000-0000-
000000000000</wsa:RelatesTo>
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    <sbf:Framework version="2.0" />

    <wsse:Security>
      <wsu:Timestamp>
        <wsu:Created>1970-01-01T00:00:00.000</wsu:Created>
      </wsu:Timestamp>
    </wsse:Security>
  </soap:Header>

  <soap:Body>
    <wst:RequestSecurityTokenResponse wsu:Id="1" Context="urn:uuid:00000000-
0000-0000-0000-000000000000">
      <wst:Status>
        <wst:Code>http://docs.oasis-open.org/ws-sx/ws-
trust/200512/status/valid</wst:Code>
      </wst:Status>
    </wst:RequestSecurityTokenResponse>
  </soap:Body>

</soap:Envelope>
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