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I. GoldDust but no nuggets: seven REvil partners
caught, but the real orchestrators are still out
there
Cybercrime and subsequent prosecution proceedings increasingly resemble the cat-andmouse game played by narcotics agents and cartels. While prosecutors regularly dish out
severe penalties and sentences to criminals, their networks and affiliates, the real
orchestrators – or in legal terms ‘licensees’ – often go unpunished and continue to pursue their
illegal activities. The most recent example is GoldDust. Cybercrime units from 17 countries
joined forces under this operation name in February 2021 with the aim of stopping
extortionists who deploy Sodinokibi/REvil and GandCrab ransomware, using increasingly
brazen methods to collect staggering ransom amounts and driving their victims to despair in
the process. In the past, these money-hungry gangs simply encrypted data and paralysed
networks before (usually) releasing them again upon receipt of the ransom payment.
Nowadays, they copy the data from the compromised devices onto their own servers and
threaten to publish this information, call customers and partners of their victims, or target
them with a series of DDoS attacks. Since cybercriminals have discovered and perfected the
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business model ‘crime as a service’, a type of ‘cyberextortion service industry’ with licensors
and licensees has emerged in the darknet, causing immense damage in the legal world (read
item IV for more information). According to figures from the US Department of Justice, around
175,000 computers have been infected with REvil to date, with victims paying out at least USD
200 million in ransom money. In early November, the department seized around USD 6 million
when it arrested a 28-year old Russian man accused of launching at least 3,000 attacks with
REvil. A further arrest was made in Poland, where a Ukrainian man was charged with hacking
American IT provider Kaseya in July 2021 and then extorting money from hundreds of
companies.
Europol has joined the US Department of Justice in Operation GoldDust, and has made
headway in its pursuit of REvil and GandCrab extortionists. Two Romanian nationals were
arrested and charged with causing around 5,000 REvil infections and extorting ransoms of
around EUR 500,000. And another three Sodinokibi/REvil affiliates and two affiliates who
worked with the alleged predecessor GandCrab have been arrested under Operation GoldDust.
In early November, Europol issued a press release to announce that security companies such
as Bitdefender, KPN and McAfee would be providing decryption tools on the platform ‘No More
Ransom’; these tools are to help victims of GandCrab and Sodinokibi/REvil extortion attacks
recover their encrypted data and systems without having to pay a ransom. To date, 1,400
companies have made use of the platform with losses of EUR 475 million avoided as a result.
According to figures from Europol, 50,000 decryption activities have been carried out using the
tools, with the extortionists seeking ransom amounts totalling EUR 520 million.
However, authorities haven’t yet managed to expose and arrest orchestrators and ‘licensors’
for GandCrab and Sodinokibi/REvil, thought to be based in Russia. What’s more, the REvil
infrastructure, which was removed from the net in July, has evidently been back online since
September. The criminals, it seems, are pursuing the principle of ‘If it ain’t broke, don’t fix it!’
The situation is so severe that the US State Department is offering a reward of USD 10 million
for information leading to the arrest of leading REvil figures. USD 5 million is the reward for
information leading to individuals who work for the group or with the associated ‘ransomware
as a service’. The US government has offered similar rewards for leads in the case of the
DarkSide group, which is blamed for the attack on the Colonial Pipeline in the first half of the
year. We can only hope that the greed driving the hackers will eventually lead to a bounty of
valuable nuggets as the GoldDust clean-out hits full swing.
Read more:
https://www.tagesanzeiger.ch/tausende-cyber-attacken-ermittler-heben-bande-aus-973005735945
https://www.faz.net/aktuell/wirtschaft/digitec/wie-sich-eine-schattenwirtschaft-im-darknet-entwickelt-hat-17633838.html
https://www.heise.de/news/Ransomware-REvil-Erpresser-werden-immer-aufdringlicher-5074106.html
https://www.europol.europa.eu/media-press/newsroom/news/five-affiliates-to-sodinokibi/revil-unplugged
https://www.nomoreransom.org
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https://tarnkappe.info/operation-golddust-mitglieder-der-revil-ransomware-bande-gefasst
https://www.heise.de/news/Razzia-in-Rumaenien-Polizei-verhaftet-Mitglieder-der-REvil-Erpresserbrande-6260760.html

II. EasyHack? Data belonging to COVID-19 loan
recipients stolen from EasyGov platform
In late June, the Swiss State Secretariat for Economic Affairs (SECO) reported a cyberattack on
EasyGov, a platform run by SECO itself. It is alleged that up to 130,000 company names were
stolen from businesses that had applied for COVID-19 loans via the platform in 2020 and which
had not repaid them by the time of the hack. SECO added that companies that have already
repaid their loans, and all sensitive data, such as bank details, account data, address data of
contact persons and the amount of the respective loans, were not affected.
The loan application process was installed in the publicly accessible area of the platform – with
the apparent aim of making things as simple as possible for applicants – which made it easier
for the attackers to capture the data. According to SECO, the gap was closed within a few
minutes of the vulnerability being detected. The data in the public area was removed from the
server and the application process was completely disabled. And with the support of the
National Cyber Security Centre, SECO launched an investigation into the incident so they can
guarantee secure processes again in the future, including in the public area of the platform.
While the perpetrators and the motive remain unknown, we now understand that the hackers
used company IDs and up to 544,000 daily attacks over 12 days in August to steal a list of
130,000 company names by running simple queries along the lines of: ‘did this ID apply for
credit?’. The fact that such simple routines could be used to carry out a successful attack is
more ‘embarrassing than tragic’ according to SRF Digital Editor, Guido Bremer.

Read more:
https://www.seco.admin.ch/seco/de/home/seco/nsb-news.msg-id-85541.html
https://www.switch.ch/permalink/af4cca41-7cfc-11eb-8217-5254009dc73c.pdf
https://www.computerworld.ch/security/hacking/hacker-wissen-jetzt-bund-covid-19-kredite-beantragt-2707026.html
https://www.srf.ch/news/schweiz/cyber-angriff-auf-easygov-hacker-klauen-vom-bund-liste-mit-corona-kredit-bezuegern

III. Tor under siege: massive de-anonymisation attacks
target Tor network
In a different and more dramatic wave of attacks, a mysterious attacker (or in all likelihood, a
whole group of professional hackers) has been running thousands of malicious servers on all
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levels of the Tor network since 2017. The apparent intention is to expose users of the
anonymisation network. At least, that is the claim of one IT security researcher from the Tor
community who goes by the name of Nusenu. According to Nusenu, these nefarious agents,
whom he has christened ‘KAX17,’ are able to draw on vast resources and on state support. It’s
difficult to imagine how else KAX17 could have run more than 900 servers with a potential
bandwidth of 155GBit/s at peak times, as Nusenu reports – representing a good 10% of the
entire Tor network. KAX17 servers were posted at entryways, as middle relays, and also as exit
servers. Since anonymisation in the Tor network – in simple terms – works by sending messages
via different nodes on these three levels to prevent the sender from being traced, the
assumption is that KAX17 deployed its massive material resources with the aim of capturing
the complete anonymisation route and triggering the de-anonymisation of its users. Such
attempts regularly take place in the Tor network, but these generally focus on the exit servers
that create the connection between the Tor network and the internet. The fact that KAX17
infiltrated the network on all levels and with such a large number of nodes made Nusenu sit
up and take notice.
What also sticks out is the fact that the KAX17 servers did not offer any contact information to
verify credibility. According to the rules of the Tor network, such servers are not actually
allowed, but they are tolerated in cases where there are not enough nodes active in the
network to guarantee de-anonymisation (although the critical question here must be whether
this isn’t simply replacing one evil with another). Nusenu’s warning clearly had an effect; KAX17
has since removed hundreds of its servers, although some have already reappeared elsewhere
online.
Investigations to de-anonymise the actor(s) known as KAX17 and find out their motives are
currently in full swing. In the meantime, Nusenu recommends that Tor users use trusted
operators. Currently, this is possible for about half of all exit nodes.

Read more:
https://nusenu.medium.com/is-kax17-performing-de-anonymization-attacks-against-tor-users-42e566defce8
https://www.heise.de/news/Tor-Netzwerk-KAX17-fuehrt-massive-Deanonymisierungsangriffe-durch-6286564.html
https://www.schneier.com/blog/archives/2021/12/someone-is-running-lots-of-tor-relays.html
https://t3n.de/news/kax17-tor-relay-server-knoten-1435204

IV. No end to the virus in sight – do we need a patch
campaign alongside a vaccination campaign?
The situations might be similar, but here it’s not coronavirus or Omicron we’re talking about,
or vaccinating or not vaccinating, but rather the issue of computer viruses, trojans,

SWITCH • P.O. Box • CH-8021 Zurich • +41 44 268 15 40
cert@switch.ch • securityblog.switch.ch • security.switch.ch • © SWITCH 2021

ransomware, exchange servers and patching – or unfortunately, as the case may be, not
patching. As early as April this year, we raised serious concerns in our Security Report about
the dangers posed by a security vulnerability on Microsoft’s Exchange Servers, a problem which
still persists today. Although all security entities such as federal authorities, CERT teams and
cybersecurity companies recommended checking all Exchange Servers for traces of attack as
quickly as possible and patching them carefully and comprehensively in a process described in
detail, as it turns out thousands did not understand the urgency of this warning, simply ignored
it or were overwhelmed with patching activities.
There can be no other explanation for the fact that the CERT of the German Federal Office for
Information Security (CERT-Bund) identified 12,000 Exchange Servers in 2013, 2016 and 2019
versions which were only partially patched or not at all. The problem is that attackers have
found several security gaps on these servers that they can exploit. If the attack is successful,
they can pretty much do as they please with the compromised systems. This gives them the
opportunity to control complete networks including the active directory. And this in turn allows
them to send authentic-looking emails that are infected with malware and to attack the
systems of users that are actually outside the infected network.
The hackers usually integrate a number of back doors and rent out access (see business model
under item I). They or their licensees then copy sensitive data and encrypt it – in the current
wave of attacks, which began in October 2021 – with Conti ransomware to extort money from
owners. Here, Conti offers a whole arsenal of attack possibilities. If you want a clearer
illustration, refer to the Heise article ‘Exchange-Server-Attacken reißen nicht ab…’ linked below
(in German) for a systematic and indeed frightening overview from Sophos Lab.
This article also contains a list of the most dangerous gaps together with a classification of their
risk level by Microsoft:
One vulnerability in the Exchange Server: CVE-2021-42321 – high. Two vulnerabilities in the 3D
Viewer: CVE-2021-43208 and CVE-2021-43209 – high. Two vulnerabilities in the Windows
Remote Desktop Protocol RDP: CVE-2021-38631 – medium – and CVE-2021-41371 – medium
One vulnerability in Virtual Machine Bus (VMBus): CVE.2021-26443 – critical.
Microsoft also refers to other critical gaps in other Exchange Server instances. The umbrella
association for hospitals in the state of Bavaria (BKG) was one of the first victims of an attack
perpetrated via Exchange Servers. The association reported on 2 December that its email
server had been infected with malware two days previously. The attackers then set about
sending emails with signatures of BKG employees to gain access to other computer systems.
Straight after the attack was discovered, email communication was suspended and potential
addressees were asked to immediately delete suspicious emails from BKG.
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Conclusion: if you want to keep sending mails securely with Exchange, you need to install
updates and patches. For a variety of useful tips, please refer to the article from
computerweekly.de linked below (in German) and the other links it contains.

Read more:
https://www.switch.ch/export/sites/default/security/.galleries/files/security-reports/SWITCH-Security-Report-2021-02de.pdf
https://www.heise.de/news/Jetzt-patchen-CERT-Bund-stoesst-abermals-auf-tausende-angreifbare-Exchange-Server6280957.html
https://www.heise.de/news/Patchday-Microsoft-warnt-vor-Attacken-auf-Excel-und-Exchange-6263036.html
https://twitter.com/ArneSchoenbohm/status/1466328789370261506
https://www.computerweekly.com/de/tipp/So-gestaltet-man-Exchange-Server-Updates-stressfrei

This SWITCH security report was written by Dieter Brecheis and Frank Herberg.
The SWITCH Security Report does not represent the views of SWITCH; it is a summary of various reports
published in the media. SWITCH assumes no liability for the content or opinions presented in the Security
Report nor for the correctness thereof.
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