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I. Good and evil in one square package:
the comeback of the QR code
It was once thought all but a thing of the past, but the QR code is back with a vengeance:
appearing on COVID certificates along with invoice and transfer forms, it is now more
widespread than ever. Unfortunately, it’s not only “Back for Good”, as in the 2009 Take That
hit, but is now being used by the world’s criminals to direct unsuspecting users to fake login
pages with fake pixellated squares. If successful in this step, these people go on to steal data,
identities and/or money and redirect them to servers and accounts run by cybercriminals. Back
last summer, the Better Business Bureau, a non-profit consumer protection organisation
operating in the USA, Canada and Mexico, warned that scammers were using fraudulent QR
codes as a means of downloading malware to smartphones and tablets in order to compromise
the devices.
On 18 January, the FBI’s Internet Crime Complaint Center (IC3) in the US issued a public service
announcement stressing that while QR codes are not malicious in nature, they should be used
with caution when dealing with payments or entering financial information. The PSA was also
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accompanied by a comprehensive list of protective measures, which we are passing on to you:
§

Whenever you scan a QR code, check the URL to ensure that you are being directed to
the intended website and that the site looks authentic. A malicious domain name may
be similar to the intended URL, but contain typing errors or a misplaced letter.

§

Exercise caution when entering login, personal or financial information on a website
accessed via a QR code.

§

If scanning a physical QR code, make sure that the code has not been tampered with,
e.g. by a sticker stuck over the original code.

§

Do not download any apps from a QR code. Use your phone’s app store for safer
downloads.

§

If you have received an email from a company you recently purchased from notifying
you that your payment has failed and that payment can only be completed using a QR
code, call the company to verify whether this is authentic. Find out the company’s
telephone number using a trusted website – not a number specified in the email.

§

Do not download any QR code scanner apps. These increase the risk of downloading
malware onto your device. Most phones have a built-in scanner feature in the camera
app.

§

If you receive a QR code that you believe to be from someone you know, contact them
using a known number or address to verify whether the code is really from them.

§

Avoid making any payments over a website accessed using a QR code. Instead, enter a
known and trusted URL into your address bar manually to complete the payment.

Read more:
https://threatpost.com/fbi-malicious-qr-codes/177902
https://www.ic3.gov/Media/Y2022/PSA220118
https://www.independent.co.uk/news/world/americas/crime/qr-code-fraud-fbi-b1997257.html
https://www.govtech.com/security/fbi-warns-that-cyber-criminals-now-using-qr-codes-for-theft
https://www.bleepingcomputer.com/news/security/fbi-warns-of-malicious-qr-codes-used-to-steal-your-money

II. A first look at the Metaverse: hackers launch
severe and targeted attacks on special data of the
Red Cross and Red Crescent
When virtual and physical life comes together, as in the Metaverse, it has to be assumed that
the real-life, physical security of people depends on that of their data – or is at least becoming
tied ever more closely to it. In the most recent example, hackers launched a severe,
sophisticated attack on the data of more than 515,000 vulnerable people that was stored on
the servers of the International Committee of the Red Cross (ICRC).
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On 21 January, the ICRC announced that three days previously, unknown hackers had
presumably copied and then exported confidential data on people who had been separated
from their families, gone missing or were in detention due to conflict, migration and natural
disasters. The data originated from at least 60 Red Cross and Red Crescent National Societies.
The ICRC was most concerned about the potential risks for people protected and supported by
the Red Cross and Red Crescent Network, who, along with their families, are now at risk. In
updates dated 10 and 16 February, the ICRC’s Data Protection Officer, Massimo Marelli,
revealed that the highly sophisticated attack had solely targeted the data of these people, but
not other data on the ICRC servers. Given the complexity and objective of the attack, Marelli
indicated that the attack could have been the work of state-sponsored hackers. At the same
time, Marelli warned that any political attribution could call into question the neutral stance
and independence of the ICRC, meaning that it was also possible that the ICRC was unable to
identify the attackers. He stressed that attacking a humanitarian organisation such as the ICRC
was unacceptable and appealed to hackers not to add to the suffering and endangerment of
those affected.
Because of the attack, the ICRC was forced to shut down a programme that helps reunite family
members separated as a result of war, natural disasters or migration. The programme had
helped to reunite an average of 12 families every day. The ICRC is now taking steps to try and
inform all those affected as soon as possible while relaunching all programmes with improved
security protocols.

Read more:
https://www.icrc.org/en/document/sophisticated-cyber-attack-targets-red-cross-red-crescent-data-500000-people
https://www.netzwoche.ch/news/2022-01-20/cyberangriff-auf-ikrk-daten-einer-halben-million-schutzbeduerftiger-menschen
https://www.dw.com/de/massive-hackerattacke-gegen-internationales-rotes-kreuz/a-60490360
https://www.aerzteblatt.de/nachrichten/131084/Cyberattacke-gegen-Internationales-Rotes-Kreuz
https://www.tagesanzeiger.ch/hacker-erbeuten-ueber-500000-sensible-personendaten-des-ikrk-758467445259

III. The Ukraine war and the duplicity of the Metaverse
As the real and virtual worlds become ever more closely interconnected, 23 February marked
the start of the most drastic turn of events resulting from this convergence and its duplicitous
nature: as can currently be seen, the Ukraine war has become a stage for ultramodern,
digitalised virtual hacker attacks intertwined with archaically brutal attacks using real bombs,
tanks and grenades.
Back on 14 January, the Ukrainian government reported that the websites of its education,
research and emergency ministries, along with those of the Ukrainian cabinet and its Ministry
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of Foreign Affairs were no longer accessible following a severe attack by hackers. On the
website for the Ministry of Foreign Affairs, hackers had also published the text “Be afraid and
expect the worst” written in Ukrainian, Russian and Polish. Then, on 18 January, websites
belonging to the Ukrainian government and several Ukrainian banks were hit by a severe and,
evidently, coordinated hacker attack. Finally, just before the Russian invasion, hacker attacks
came close to crippling Ukraine’s entire internet infrastructure. The Chairman of Ukraine’s
Parliament, Ruslan Stefanchuk, also reported that he had fallen victim to a cyberattack, during
which attackers had attempted to block his bank card and the login details of his family
members, among other things.
As discovered by security researchers at Symantec and ESET, a new kind of wiper malware
under the name Win32/KillDisk.NCV was found on hundreds of computers in Ukraine, Latvia
and Lithuania following severe DDoS attacks used in the cyberattacks. Its programmed purpose
was to irreparably damage or delete data on the affected devices. Time stamps dated
28/12/2021 gave reason to believe that the attacks had been planned well ahead of time. At
first sight, the wiper appears to be “normal” ransomware, but does not offer any option to
restore the compromised data and devices.
Authorities in Ukraine blamed Belarus for the wiper attacks. Details on the wiper were
published in two technically interesting tweets by ESET and netblock.org. These are linked
below. What is interesting is that Twitter.com was also inaccessible for an extended period of
time at around 7:00 pm on 24 February following the posting of several tweets about the
websites for the Kremlin and the Russian State Duma going offline. The links are now up and
running again.

Read more:
https://www.tagesschau.de/ausland/europa/cyberattacke-ukraine-101.html
https://www.zeit.de/politik/ausland/2022-02/cyberangriff-ukraine-ministerien-russland
https://www.bleepingcomputer.com/news/security/new-data-wiping-malware-used-in-destructive-attacks-on-ukraine
https://www.theregister.com/2022/02/23/ukraine_wiper_malware
https://www.theregister.com/2022/01/17/ukraine_pc_wiping_malware_belarus_accusations
https://twitter.com/ESETresearch/status/1496581903205511181
https://twitter.com/netblocks/status/1496832598764834824
https://www.independent.co.uk/tech/kremlin-website-down-broken-russia-putin-ukraine-b2022503.html
https://www.netzwelt.de/ist-down/3-twitter.html

IV. Apple AirTags – the “next big thing” in data
misuse?
Tech companies are constantly on the look-out for “the next big thing”, be it a gadget, device
or system, that can change the interconnected world and generate millions for their providers.
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Apple seems to have struck gold, even if “big” is entirely the wrong word for the things the
Cupertino-based company wants to connect with its innovation. As a matter of fact, the AirTags
are anything but big, and were unveiled on 20 April 2021 as small, useful assistants for forgetful
people. AirTags work with the “Find My” app to track lost or misplaced items, keys, etc. and
help owners to locate them again. But while it is precisely this tracking function that makes the
AirTags the “big thing”, the devices are becoming the subject of an ongoing high level of
outrage towards the corporation, which is well-known for advocating for the privacy of its
customers.
The most recent low came on 16 February, when, for the first time, the law enforcement
agency of one American state issued a public warning about the risk of AirTags being misused
to track and stalk people – described by New York’s Attorney General Letitia James as “serious
felonies” that would not go unpunished. James warned New Yorkers that criminals or stalkers
were literally attaching AirTags to potential victims to make it possible to stalk them using the
tracking function and ultimately put their bad intentions – from theft to threat to life and limb
– into action. She also urged that citizens watch out for any unfamiliar and potentially malicious
AirTags, and to note down their serial number, deactivate them and then involve the law
enforcement authorities. Whereas iPhones issue warnings about unknown AirTags in the
vicinity, Android users should use the “Tracker Detect” app, which is available from the Google
Play Store. While James admitted that not all unfamiliar trackers are distributed with malicious
intent, she nevertheless advised caution.
The list of security problems associated with the AirTags is as long as that of the corrections
made by Apple. And yet, on 21 February, heise.de and on 23 February, the Naked Security Blog
from security company Sophos, reported how researchers had once again managed to
circumvent Apple’s anti-stalking protection and deactivate warning functions using modified
Bluetooth tags, rendering any security-relevant supplements in the AirTag user guide –
published by Apple in January 2021 – largely useless for the time being.
It is safe to say that the issues caused by the little tags are set to continue.
Read more:
https://t3n.de/news/AirTags-apple-gadget-tracker-1373694
https://ag.ny.gov/press-release/2022/consumer-alert-attorney-general-james-warns-new-yorkers-tracking-threat-malicious
https://www.heise.de/news/Apple-AirTags-New-York-warnt-vor-Tracking-Bedrohung-6489644.html
https://www.heise.de/news/Stalking-per-Apple-AirTag-Berichte-ueber-Missbrauch-reissen-nicht-ab-6322217.html
https://nakedsecurity.sophos.com/2022/02/23/apple-airtag-anti-stalking-protection-bypassed-by-researchers
https://www.heise.de/news/Sicherheitsforscher-AirTag-Klon-kann-Apples-Anti-Stalking-Funktionen-umgehen-6513058.html
https://www.heise.de/news/AirTags-und-Stalking-Apple-ergaenzt-Handbuch-fuer-persoenliche-Sicherheit-6339511.html
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This SWITCH security report was written by Dieter Brecheis and Frank Herberg.
The SWITCH security report does not represent the views of SWITCH; it is a summary of various reports
published in the media. SWITCH assumes no liability for the content or opinions presented in the Security
Report nor for the correctness thereof.
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